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JononHuTensHble TPeOOBAHHS:

TpeboBanus no obecneueHno HHHOPMAIMOHHOH G€30IaCHOCTH

IlpumenseTca B ciydae MOJAEPHH3ALMH, PEKOHCTPYKUHMH HIM CO3[AHHA CHUCTEMBI

TEJIEMEXaHHUKH.

1.1. ITopsimox cozmanus IOACHCTEMBI MHG)OPMAUHMOHHON GE30MIaCHOCTH, NOCTPOCHHE STAIIOB
pabor, a Takke pa3paboTKa TEXHMYECKOM u pabodeil JOKyMEHTALMM OJDKHEI
coorBercTBoBate ['OCT P 51583-2014 «3ammra wmudopmauuu. Ilopsagok cosmaHus
aBTOMAaTH3UPOBAHHBIX CHCTEM B 3AIMHUIIEHHOM UCTIOMHEHHH. OOIIUE MMOIOKEHUD.

1.2. OOGecneunts CcO3JaHHE IIOACHCTEMBI HHPOPMAIIMOHHOM 6Ee30MaCHOCTH, a TaKXe

06€ecIIeYnuTh BHIITOJHEHHUE:

- Tpebopanmii IIpukaza ®CTIK ot 14 mapra 2014 r. Ne 31 - He Hmke 3 Kiaacca
3aIIUIICHHOCTH aBTOMAaTH3HPOBAaHHON CHCTEMBI YIIPABJICHHS,

- TpeboBanuii PJ] «ABTOMAaTH3MPOBAHHBIE CHCTEMSEI. 3aIUTa OT HECAHKIMOHHPOBAHHOTO
Aocryna. Kiaccudukanus aBTOMaTH3MPOBaHHBIX CHCTEM M TPeGOBAHMA IIO 3aIIUTE
HHGOPMAIUW» He Hibke yposHs 1 I';

- TpeboBanuit ITonoxenms ITAO «Poccetw» «O eauMHOM TEXHHYECKOH MOIMTHKE B
3IIEKTPOCETEBOM KOMILIEKCEY;

- CPEACTBa 3alIMTHl MH(GOPMALUK JOIDKHBI COOTBETCTBOBATh TPEGOBAHMAM HE HIDKE 6-TO
Wi Gonee BHICOKOTo ypoBHs JoBepus («TpeGoBaHus mo Ge3omacHOCTH MH(OPMALHH,
YCTaHaBJIMBAIOIIWE YPOBHHU JOBEPUA K CPECTBAM TEXHUYECKOH 3alIMTH HHMOPMAIHH U
cpezcTBaM obecredenns 6e30macHOCTH HHPOPMALHOHHBIX TEXHOJIOTHIA», YTBEPKICHHBIE
npukazoM ®CTIK Poccnu ot 02.06.2020 N 76);

1.3.  Ilpumensemoe oOGopymoBaHHE NODKHO OBIT BKIIOYEHO B PeecTp NpoMBIIITEHHO!

NPOAYKIMH, IPOU3BEACHHOM Ha TeppuTopun Poccuiickoii ®eneparnum.

1.4.  IlpumeHsemoe MporpaMMHOe obecnieyeHne JOIDKHO ObITh BKIOUeHO B EqumEIA peectp

POCCHICKHX IIPOTpaMM UL DIIEKTPOHHO-BEMHUCIATENBHEIX MAIIKH U 6a3 JaHHBIX.

1.5.  IlpumenseMoe o6opyaoBaHue H IIPOrpaMMHOe OGecIIeUeHne CPeICTB HHPOPMAHOHHOMN

GesomacHoctH, cetd mepenadd AaHHBIX, ACYTII, TM HomKkHO GBITH CEpTHOHIMPOBAHHEIM

®CTOK Poccum w/uiu JONYIIEHHBIM K NpHMeHeHHMIO Ha obwexrax ITAO "Poccetn”, B

coorBercTBHU C TpeGoBaHmsamu [Ipukaza ITAO «Poccerm» ot 26.07.2023 Ne 305 «O6

YTBEPXKICHUH [OKYMEHTOB B OOGIacTH MHpOBEPKH KauecTBa (aTrectamuu) OGOpYyHOBAaHMA,

MaTepHaIoB U CHCTEM» M IIPOIIEIIMM IIPOBEPKY B COOTBETCTBHH C TpeGOBaHUAMH Nipukasa IIAQ

«Pocceti» ot 28.08.2020 Ne 391 «O6 yrepxeHHE METOAMKH NpPOBENEHHUs IPOBEPKHU

1E(poBOro 060pYI0BAHHS M CHCTEM HAa COOTBETCTBHE TpeGOBaHMM Ge30macHoCTH MH(OpMALHY,

B TOM YHCIE NPOBEACHUA MPOBEPKH KAaueCTBAa TEXHMYECKUX CPEACTB 3aIUThl HHOOPMAIMHU B

3JIEKTPOCETEBOM KOMILIEKCE.

1.6. Ilpn NpOEKTHPOBaHMM H BBUIONHEHHH PaGOT, y4eCTh MEPONPHATHSA, BHIIONHAEMEIE B

paMKax CMEKHBIX IPOEKTOB.



1.7.  IlpegycMoTpeTs HCTIONB30BaHHE KPHITOrpaguuecKoll 3ammTel mis Tpaduka o6MeHa

uHpopmanmeii Mexy npuGopamu ygera / YCIIJ u IITK ACTY / UBK «IIupamuma-cerny / I1O

«Anbda-llenTp».

1.8.  IlpeaycMoTpeTh HCTIONB30BAHIE CPEACTB MEKCETEBOIO SKPAHUPOBAHMS 1A (QHITBTPALINK

Tpad¥iKa B3aMMOJECHCTBHS C BHENIHAME CETAMH H TpauKa BHYTPH TYHHENA (paciIudpoBaHHOTO

Tpaduka).

1.8.1. HacTpoiiku cpecTB MEKCETEBOTO SKPAHUPOBAHUS CHCTEMBI TEIEMEXAHUKM U ydéTa DD

JOJXHBI IIPEeAyCMAaTPHBATD:

) 3anper JobGoro TpadMka B3aMMOJCHCTBHMI C BHEIIHUMM CETAMH, KpOMeE

U} poBaHHOTO TpaduKa B3aUMOAEHCTBHA C KPHIITOLLIIO3aMHA BEPXHETO YPOBHS;
B 4acTu (UIbTpaumu Tpaduka BHYTpM TyHHENs (pacumudpoBaHHOTO Tpaduka),
JOJDKHBI  OBITH  TIpoOmHMCaHbl KOHKpeTHBle IP-ampeca u  TCP/UDP  mopthl
B3aUMOZeNCTBUA ycTpoiicTs BepxHero ypoBH:: IITK ACTY / UBK «Ilupamuaa-ceTn»
/ TIO «Anbda-IlenTp», B3anMoEiiCTBIE C KOTOPBIMH IIPEAXYCMATPHBACTCS IIPOESKTOM.
o6MeH TenenH(GOPMAIUK ¢ SHEPTOOOHEKTOM JIOJKEH OBITH paspemmeH Toisko ¢ IITK
ACTY ¢wmwmana mo nportoxomy MOK-60870-104. O6Men TeneundopMmanmeii c
mMoGBIMM JIPyTUMH yCTpOiicTBaMH, B ToM unciie cepsepamu ACKYD, momkeH GHITH
3aIpeleH.
o6MeH mH(OpMaiuel ¢ 3HEProoGBEKTOM 00 y4eTe 3JIeKTPOIHEPTUM NOJDKEH OBITh
paspemeH Tonsko ¢ MBK «llupamupa-cetn» / IIO «Aiubda-llentp» no mporokomy
DLMS/COSEM (urdopmanuonnas Mozens CIIOADC). O6men mudopmamuei 06
y4eTe IEKTPOIHEPTHHU C JIIOOBIMU JIPYTUMH YCTPOHCTBaMH, B TOM YHCIIE CEPBEPAMHI
ITTK ACTY, nomxkeH ObITh 3alpelieH.

1.9.  IlpenycMoTpeTs WCmOnb30BaHME OpaHAMAy3pa YPOBHS NPHIOKEHHMH ¢ HacTpoHKaMm

paspellleHu#l ceTeBbiX B3ammofeHcTBuil (KoHKpeTHble IP-agpeca m TCP/UDP noprhl) mia

KOHKPETHBIX NPOTrPaMMHBIX KOMIIOHEHTOB, IIPHCYTCTBYIONIMX B O€IOM CIHCKE MPOrpaMMHEIX

KOMIIOHEHTOB.

1.10. IIpuMmeHseMble Ha HEProoOBEKTE YCTPONCTBA TENEMEXAHMKM M Y4€Ta DD [OIDKHEI

MICKJII0YaTh BO3MOXKHOCTH B3aUMOJICHCTBHS IIOJCHCTEMBI YYeTa SIICKTPOIHEPTHH YCTPOMCTBA ©

cermenToM ACTY Bepxnero yposns (IITK ACTY) u mojcucTeMsl TeeMeXaHHKK YCTPOMCTRA C

cermenToM ACKVYD Bepxmero ypoeus (VIBK «Ilupamupa-ceTw»), a TaKkkKe MCKIIOYATH

BO3MOXHOCTb Ilepeiauu Jiro6oro, B TOM 4HClIe TPaH3UTHOr O, Tpaduka Mexay cermeHTamMu ACTY

u ACKVYD.

1.11.  B3aumopeiictBue ycTpoicTs BepxHero yposrs: IITK ACTY / UBK «IIupamupma-ceTu» ¢

NOJICHCTEMOM TEIEMEXaHUKH M IOACUCTEMON ydeTa 3JIEKTPOIHEPIHH JOJDKHO OBITH pasfelcHo

TakuM 06pa3oM, IpH KOTOPOM HCKITIOUAETCS: BOBMOXKHOCTE foctymna u3 UBK «ITupamuna-ceT»

k nojcucreme tenemexanuku U u3 IITK ACTY k nozacucTeMe y4eTa 31eKTpOIHEPTHH.

1.12.  IlpumeHnsemble ycTpoicTBa TelmeMeXaHMKM H yuéra DD, CojepKallUe CpeACTBa

KpUNTOrpadU4ecKo 3alMThl JOKHBI Pa3MElIaThCsA B 3aIMPaeMbIX METALIMYECKHX MIKadax,

HCKIIOYAIOMIUX AOCTYI K CHCTEME TEIEMEXaHUKK B yu€Ta 33 6e3 OTKPHITHS METALIMIECKOTO

mkadga.

1.13. Wndopmauns 06 OTKPHITHM/BCKPHITHH M 3aKPHITHM MeETAUIHYECKOro ImKada ¢

PasMEIlEHHOM B HEM CHCTEMOH TeleMEXaHHMKd u ydéra 02D, coaepkameld CcpeAcTBa

KPUITOrpadpUiecKoi 3aIUThl, JOJDKHA EPENaBaThCs B COCTaBe MepeIaBaeMoil Tenenn(opMaIum

Ha AUCIETUEPCKUH ITyHKT.

1.14. B npuMeHseMBIX YCTPOHCTBAX TeIEMEXaHHKU M y4éra D, B TOM 4YHCIIE, AODKHBI ObITh

peann3oBaHbl cieaylomue GyHKIHYA HHGOPMAHOHHON 6€3011aCHOCTH:



Unentngukaums W ayTeHTH(HKAUHA IIOJG30BAaTeNel NpPH KOHPUIYPHPOBAHHH
YCTPOMCTB;
VnpagsiieHne 10CTyOM TOJIB30BATENEH;
Orpannyenne nporpaMMHo#i cpesib! (YCTaHOBKA H 3aITyCK IIPOTPAMMHBIX KOMIIOHEHTOB
AOJDKEH OCYUIECTBIATLECS HAa OCHOBAHMM 0€NoTro CIHCKa);
Perncrpanms cobuiTuii 6e3omacHocTy u nepenaya ux B SIEM;
KOHTpOJIE  LIEIOCTHOCTH  NPOTPaMMHOrO  O0eCIeYeHMs C  HCIOIb30BaHHEM
KPHIITOCTOMKHUX AJITOPUTMOB XEIIHPOBAHHS;
PesepBHoe xonmupoBanue o6pa3a MporpaMMHOro obecnedenns 1 KOHUTYpaIHii;
VYnpasienre o6HOBIEHUAMH NPOrpaMMHOTO oGecneuenus (MOTydeHHe OGHOBICHHIA
IPOTPaMMHOTO  OOECIIEYEHHs TONBKO OT JOBEPEHHOTO MCTOYHMKA, KOHTPOIb
LENOCTHOCTH OGHOBIEHMH HPOTPaMMHOTO OOECIEYEHHS C MCIOJBb30BAHHEM
KPHIITOCTOMKHMX aITOPUTMOB XEIIUPOBAHUN).
1.15. Ilepen mpoBefeHreM NpeABAPUTENLHEIX HCIIBITAHAH, BBUIOIHATE HPOLEAYPY KOHTPOIIS
3aIIMIIEHHOCTH YCTPOHCTBA TeeMEXaHUKH M yuéTa D3. MaTepHalbl ¢ pe3yabTaTaMi KOHTPOJIS
3alMIICHHOCTH, COBMECTHO C IPOTOKOJAaMH M aKTaMH IIPeJBAPUTENBHBIX/IIPHEMOTHBIX
HCIIBITAaHUH, BKIIIOYUTH B KOMILUIEKT HCIIONTHUTENBHOM JOKYMEHTALMH.
1.16. B cmeTe 3aTpaT y4ecTb MEPONIpPHATHS N0 HACTPOMKE IEHTPAIM3OBAHHBIX IIOACHCTEM
obecneyeHns1 HHPOPMALMOHHOM GE30IIaCHOCTH.
1.17. B cay4ae ucrnonb3oBaHHsA A Iepeadd HHPOPMALMK ONEePaTHBHO-TEXHOIOTHIECKOro
YIIpaBJICHHS ¥ HHQOPMALUK y9I€Ta SICKTPOSHEPIHH, KaHAIOB OIEPATOPOB MOOUIBHOM CBS3H (C
HCTIONb30BaHHEM CHM-KapT), K yCIlyraM, CEpBHCaM U HAaCTPOMKaM, IPEIBABIAIOTCS CENyIOlIMe
TpeOOBaHHUA:
" JInsg mepenaun JaHHBIX AOJDKHB! HCTIONB30BATHCS CHUM-KapThI C YCIIyTO BBIIEJICHHON
APN (6e3 moctyna x cetu MHTEpHET ¥ TI0GHIM JPYTUM BHEIIHUM CETIM);
VYcnyru v cepBHCH], He IpefHa3HaYeHHbIe JUTA Lejiel epe1adn aHHbIX C
HCIIONIb30BAHNEM BhIiETICHHON APN, TOJKHEI OBITH OTKIIIOYEHEI H/HIM
3a0JIOKUPOBAHEL;
st moctyna k APN O6IecTBa XOJDKHA IPHMEHATHCH ayTEHTU(GHKAIMA C
UCIIONb30BaHUEM JIOTHHA U 11apoJi. [Ipy 3TOM JIOTUHEI U TAPOJIH AOJLKHEI GBITH
YHHKAJIBHBIMY JUI KQXIOH CHM-KapThI;
Homxna GBITh 3auKCHpOBaHa IPHBs3Ka cUM-KapThl k IMEI 060pynoBaHus ¢ LeBI0
NPeIOTBPAILCHUSA HX HEIPABOMEPHOTO HCIIONB30BAHHSA B JPYTHX YCTPOUCTBAX B
ClIy4ae XUIIEeHHUS;
JIro0b1e ceTeBbIie CoeIMHERHs MEXIY y3naMu B cet APN (1pyruMu cUM-KapTaMu B
Toii ke APN), 32 HCK/TIOYEHHEM CEPBEPOB/YCTPOICTB BEpXHeEro ypoBH: B cetd [TAO
«Poccetrt MOCKOBCKWMI PETHOHY, TOJDKHBI GbITH 3alpeNIeHbl/3a6I0KUPOBAHEI TyTeM
BBINIOJTHEHHS] HACTPOEK Ha CTOPOHE OIIEpaTopa COTOBOM CBA3M;
JI0GbIe CeTEBBIE COEIMHERNS MEXKY y31aMHu B pasHeix APN (cHM-KapTamMu oxHO#
APN c¢ cum-kapramu apyroii APN) Jo/mkHBI OBITH 3ampeleHsl/3a610KMpOBaHEL.

Ob6s3aTenbHble TPEOOBaHNS K YYaCTHUKY

Y9aCTHUK TOPrOBO-3aKyNOYHEIX MPOLEAYP HIH WieH KOJUIEKTHBHOTO YYaCTHHKA, UbHMH
CulaMil MJIaHUPYeTCsA BBINOJHEHHE paboT B 4YacTH obecneueHus MHPOPMALMOHHOM
GesonacHoCTH, HA MOMEHT NOJIAYM 3aBKY U BBUIOJIHEHHs PaboT JOKEH OTBEYATh CIEAYIOLUM
TPeGOBaHMAM 110 HATTHYHIO:

B cayyae pa3spaboTKH HpPOEKTHO-CMETHOM JOKYMEHTAIMH M / WJIM MCHOJHHTEILHOlM
AOKyMEHTAIUM:



i Jinnensun ®CTOK Ha AedATenBHOCT, IO TEXHWYECKOH 3alquTe KOH(HUACHIHAIBHOM’
uHbopManuu cornacHo LI 1) cr.4 IonoxeHus BBeaennoro Ilocranosnenunem ITpaBuTenscTaa
P® 2012 roga Ne 79;

" Junensuu OCP Ha OCYIIECTBICHHH PaboT mo myHKTaM 2, 3 «IlepeuHs BLINOIHIEMBIX
paboT M OKa3BIBAEMBIX YCIYT, COCTaBIIAIOLIMX JIMIEH3UPYEMYIO JIEATENBHOCTh, B OTHOLICHHH
MH(POBAILHBIX (KPHITOrPaQUIECKHX) CPEACTBY.

JupekTop AenapraMeHTa

HHGOPMAITHOHHOM 6€30IIaCHOCTH B. KpacHokyTckuit




